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FFIEC Issues Guidance on Vendors, Customers & Testing

Every bank, thrift and credit union by now should have received guidance on three very
important areas in the Year 2000 compliance program. The guidance covers testing and
risks associated with service providers and software vendors and institutions’ customers.
According to the FFIEC statement, testing is regarded as the most critical phase of Year
2000 readiness. That phase is likely to account for 50-60 percent of the time, cost and
personnel connected with Year 2000 preparations. The FFIEC guidance, of course, reflects
the consensus of OTS, the Federal Reserve, Comptroller of the Currency, FDIC and the
National Credit Union Administration.

Testing, states the FFIEC document, should take into account the size of the institution, the
complexity of its operations, the level of business risk exposure to the Year 2000, and its
reliance on third parties for computer-based products and services. Internal and external
systems should be tested according to a written testing plan. Internal systems include
software, mainframe computers, personal computers, security systems, vault and elevators.
Service providers and any interface with external sources comprise external systems.

Since mission-critical systems play a key role in the operations and financial condition of
institutions, they would be the first tested. You also are expected to know if your service
providers and software vendors can successfully test these systems, their products and
services. A written testing plan should set forth a testing environment, methodology,
schedule, what financial and human resources are required and critical test dates, including
the rollover from December 31, 1999, to January 3, 2000. Test dates also should include
the likes of February 29, 2000 and the rollover to March 1, 2000, to ensure the system
recognizes leap year.

FFIEC lists key milestones in the testing process. On or before the following dates, an
institution should have:

June 30, 1998 Completed written testing strategies and plans.

September 1, 1998 Started testing internal mission-critical systems, including those
programmed in-house or purchased from vendors.

December 31, 1998 Substantially completed testing of internal mission-critical
systems, and service providers ready to test with customers.

The Y2K Newsletter is published by the Office of Thrift Supervision in a continuing effort to
prepare ourselves and the industry we supervise to meet the challenges of the next millennium.
Any comments, suggestions or requests for topical information should be addressed to your OTS
Regional representative listed elsewhere in this newsletter.
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March 31, 1999 Substantially completed testing by institutions relying on service pro-
viders; should have begun external testing with material other third
parties, including customers, financial institutions, business partners
and the like.

June 30, 1999 Should have completed testing of mission-critical systems and largely
completed implementation.

FFIEC warned that failure to conduct thorough testing may mask serious remediation
problems, and failure to properly identify or correct problems could threaten the safety and
soundness of the institution.

In its guidance on service providers and software vendors, financial institutions need to develop
a due diligence process that includes the following elements:  1. identify mission-critical
services and products provided by servicers and software vendors; 2. establish monitoring
procedures to verify that service servicers and vendors are taking appropriate Year 2000
action; 3. establish contingency plans; and 4. test these services and products within the
environment of the financial institution to the extent possible.

FFIEC suggests that institutions join together as user groups to evaluate and test service
providers and software vendors’ Year 2000 efforts. Doing so may help them solicit information
and demand performance from the servicers.

The customer risk guidance outlines a due diligence process to help institutions identify
material customers, evaluate their preparedness, assess their credit risk and implement controls
to manage the risk. The guidance points out that an institution can faced increased credit,
liquidity, or counter-party trading risk when customers encounter Year-2000-related problems.

The guidance identifies three major types of customers: funds takers, funds providers and
capital market/asset management counter-parties. If funds takers, such as borrowers and bond
issuers, have Year 2000 problems, that may affect their ability to meet the terms of their
contracts. Due diligence of funds providers should focus on funding concentrations, such as
one or group of providers. Additional collateral or netting arrangements on contracts may be
necessary in dealing with the risk presented by a capital markets customer, the guidance
suggests. The complete package of FFIEC guidance is available on the FFIEC web site at
www.ffiec.gov, or through the OTS web page at www.ots.treas.gov.

OTS Gets Its Own Systems in Order

While urging OTS-regulated thrift institutions to keep their Year 2000 conversion programs
moving along, the agency is doing likewise. As noted previously, 13 of OTS’ 15 mission-
critical systems are now compliant. The two remaining systems are Interest Rate Risk and
HMDA. The agency expects both systems to be in compliance by the end of this year.

In terms of lines of code (LOC), the heart of conversion, the agency has completed 90 percent
of the 4 million LOC in national systems, including mission- and non-mission critical systems.
About 6 percent of the LOC contained dates. To get this far, the agency completed its
assessment in 1996 and began the conversion process the same year. All systems that had been
converted by last September, about 45 percent of the LOC, were tested in a Y2K environment
at the agency’s disaster recovery center in Pennsylvania. That test checked out the hardware,
software and operating system environment  The agency prepared detailed test plans for each
application; the clock was set to Dec. 31, 1999, and rolled over to year 2000.
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Several dates were checked so that daily, quarterly and semi-annual processing cycles could be
checked for such applications as payroll and assessment billing. Small, easy to fix problems
were identified and corrected. Additional tests are set for June and October this year. The
agency is currently developing contingency plans, which are to be completed by July.

OTS has identified five categories of Year 2000 efforts. The TFR and other mission-critical
systems comprise the National Systems efforts, which have been discussed in the preceding
paragraphs. Additional systems are the End User Applications, Telecommunications, PC
Testing and Building Infrastructure. End user offices within OTS are responsible for
conversion and certification of their respective applications, although the agency’s Information
Resources Management office (IRM) will assist with products used in multiple locations.
Through various routine communications with the five OTS regional offices around the nation
and with end users in Washington, IRM is able to keep tabs on the progress of conversion and
to push along any laggards. OTS also is working with Treasury, of which OTS is a bureau,
and outside vendors on making certain that routers for telecommunications purposes are being
upgraded to compliance.

Another category is personal computer testing. Using vendor software, the agency is testing the
BIOS and the system clock, including the rollover of the clock to 2000 and leap years through
2008. The software automatically upgrades the BIOS if there is a rollover or leap year
problem. The agency also has converted such internal systems as phones, voice mail, elevators,
air conditioning, printing and reproduction and security systems to Year 2000 compatibility.
Validation will continue through next year.

Some Helpful Hints Based on OTS’ Conversion Experience

In the more than two years OTS has been working out its Year 2000 conversion plans and
beginning the actual conversion, testing and validation, it has learned several lessons along the
way. Some of note are as follows:

It is useful to stagger implementation of renovated systems. This reduces the overall risk of a
failure and provides each application an opportunity to assess production issues that may arise
with the upgrade of the system.

Plan to have the renovated code in production for at least a year before the actual crossover,
and have all production processing cycles run several times with the modified code. Test the
renovated application as you would any enhancement and then add the special validation
checks for Year 2000. For instance, the modifications to the OTS payroll system were
implemented in 1996 to allow for two year-end cycles to run in production before execution of
the 1999 year-end process, which will occur ion January 2000.

Separate Year 2000 validation so it can be duplicated numerous times even after
implementation. OTS is performing special validation testing at its disaster recovery site so
that force date changes can occur for the entire environment, including operating system,
hardware components, application system and backup processes. Test all cycles of the
applications, including daily, weekly, monthly, quarterly and annual. Have end users
participate in the validation testing.

If possible, involve system analysts familiar with the code and the logic of the specific
application system. The skills of a programmer working on one Year 2000 project are typically
transferable to the next project. For the project leader and systems analyst roles, it is more
important to involve staff familiar with the system rather than someone with experience in
Year 2000 renovation.
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When assessing the scope of each renovation project, take the opportunity to address other
enhancements that make sense to include. Not everyone agrees with this approach, but it has
worked for OTS, especially since most of the internal renovations had adequate lead time. A
significant portion of any enhancement project includes testing, so the overall cost of a joint
effort will usually be less than if you attempted the enhancements separately.

Take the opportunity to document the code and the interfaces if you haven’t done so. Since
1995, OTS has maintained a manual that describes and diagrams all external and internal
interfaces for its national systems. This document was very helpful to the Year 2000
renovations.

June 2 Conference Set for New York

Facing the Year 2000 challenge together is the theme of the conference that OTS and Chase
Manhattan Bank are cosponsoring on June 2 in New York City. Since everyone faces the
challenge of getting systems into compliance for the new millennium, the conference will seek
to provide some guidance on how thrift institutions, banks, service providers and software
vendors and the regulators can help one another meet the challenge.

As noted in last month’s MMillennium, John Koskinen, the President’s adviser on Year 2000
matters, will be a featured speaker. The conference will begin at 1:00 p.m. and run to 8:00
p.m. The schedule was set to allow for a two-hour reception – beginning at 6:00 p.m. – so
attendees can discuss the issues and exchange ideas and suggestions on an informal basis.
OTS’ Northeast Region is working with Chase Manhattan to organize and conduct the
conference.

Some of the topics to be covered include managing vendors’ testing strategies, minimizing the
risks associated with vendors and what customers can do to test production. OTS hopes to
have representatives of utility vendors participate to share their views on the Year 2000
preparedness of suppliers of power. Power supplies are obviously a critical ingredient in the
conversion formula. The importance of testing in preparation for the Year 2000 conversion is
another topic that will be covered in the conference. The agency says testing will tell where the
individual institutions are and whether and how they may have to adjust their remediation
strategy.

OTS Adopts Enforcement Policy on Year 2000 Preparations

As the remaining time to solve Year 2000 problems grows shorter, it may become necessary to
institute enforcement actions for thrift institutions that receive a “needs improvement” or
“unsatisfactory” rating on the current on-site examination. In a memorandum to OTS regional
directors and a letter to thrift CEOs, OTS outlined situations in which it may pursue
enforcement action against thrifts it regulates for failing to take critical steps in preparing for
the Year 2000 conversion.

The guidance, issued recently, identifies some of the situations in which enforcement action
could be considered. These situations include a finding by examiners that an institution either
has not taken certain steps it should have, or is not following agency and interagency guidance.
For example:

• The institution has not prepared an action plan.
• It is not making timely progress in achieving the milestones in its action plan.
• It is not meeting the FFIEC’s guidelines for renovation, validation, or implementation.
• It is unlikely to meet future target dates in the institution’s action plan or the FFIEC

guidelines.
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Commenting on the guidance, OTS said it is essential for thrift management to recognize the
critical nature of meeting key milestones leading to compliance. OTS will take enforcement
action  only  when  necessary. Generally, such action will be in the form of a supervisory
agreement in which the directors of a thrift institution agree to correct the problems preventing
it from getting on schedule in achieving compliance.

OTS also is making compliance with Year 2000 requirements a standard condition of approval
on many types of applications. The condition applies to all application approvals for de novos,
purchases of assets and assumption of liabilities, mergers, acquisitions, any other business
combinations, new service corporations or operating subsidiaries, and new activities in the
subsidiaries. Institutions known to have problems in Year 2000 renovation will require non-
standard conditions that relate specifically to such problems.

NY Fed President Discusses Fed Wire Preparations

In remarks this month in Basle, Switzerland, New York Federal Reserve Bank President
William McDonough said the primary external goal right now in preparing the Fed’s payment
system, Fedwire, for the Year 2000 conversion is to make it available to banks and thrifts to
test their interfaces to ensure readiness. To further that goal, he said the Federal Reserve will
offer financial institutions extensive opportunities for testing applications that interface with
Fedwire.

A new test environment dedicated to Year 2000 compliance will be available for financial
institutions 19 hours a day on weekdays and most weekends, he said. In addition, during the
second half of 1998, the Fed will offer six designated testing periods during which a number of
Fed applications will support testing for the same future-dated test scenario concurrently. Four
of these “periods” will focus on century rollover testing, while the other two will provide
testing for leap year 2000 processing. The objective, he said, is to give institutions several
occasions on which to test with multiple Federal Reserve services on a single future date n the
same calendar day.

Customers whose systems are dedicated to production most of the week will be able to use the
weekend to test their Fedwire interface, as well as many other major services offered by the
Fed. Beyond its own systems, McDonough said, the Fed is working with industry groups and
service providers to coordinate testing schedules so that financial institutions have
opportunities to simultaneously test their systems’ interactions with multiple service providers.

McDonough said the Fed is working with other U.S. regulators to continue to monitor the
progress of financial institutions and provide the necessary guidance as further Year 2000
challenges emerge. He said, “If the current outstanding issues are any indication, we will have
our hands full. For example, U.S. banks currently are experiencing frustration in determining
effective means of incorporating Year 2000 into credit, pricing and operational risk models.”
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Bytes and PC’s

A reminder to OTS examiners and to the institutions OTS supervises about the importance of
the Vendor Tracking form that is going to all institutions with the Y2K PERK package. The
data OTS is asking for on the form will help the agency track, on a regional and national level,
the progress institutions and their vendors are making toward achieving Y2K compliance. The
data request for operational responsibilities and system support are mandatory, while the items
pertaining to Y2K compliance in the last four columns of the form are considered optional. It
also is important that all information be returned in the format in which it is provided so it can
be assimilated into the database.

***

OTS staff are carrying the Year 2000 message to the field whenever possible. Robert Cohrs,
Southeast Region EOP manager and Y2K coordinator, talked to an NCR users’ meeting in
Columbia, Maryland, recently. He told an audience of 75 thrift representatives about the
current round of examinations, trends in ratings and problems, testing procedures, contingency
planning and the OTS and FFIEC publications on the Year 2000.

The Midwest’s Assistant Director Gary Scott and Chuck Bianco, information systems
manager, participated in a roundtable session with representatives from a dozen institutions.
Also participating on the compliance end were Assistant Director Mary Carole Ducharme and
Danny Thomas, compliance exam manager. Midwest Regional Director Fred Casteel and some
of his staff discussed Year 2000 compliance matters with representatives of the Iowa Insurance
Commission. The Iowans talked about the progress insurance companies are making in their
remediation plans.

The West Region staff held two workshops as part of the Western League of Savings
Institution’s annual compliance conference in Costa Mesa, California. The workshops,
conducted by Assistant Regional Director Nicholas Dyer and  Senior IS Examiner William
Grant covered business, customer and vendor risks; common problems and issues found in the
offsite and onsite exams; and the FFIEC and OTS guidance on managing and mitigating the
risks posed by Year 2000 problems.

***
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Following are the contacts in each of the OTS regions:

Region Y2K Contact Title Phone Number Fax Number
Northeast Vincent J. Buono, Jr. Y2K Coordinator (201) 413-7361 (201) 413-7543

Tri Ma Gia IS Manager (201) 413-7510
Robert DeTullio Regional Accountant (201) 413-5894
10 Exchange Place, 18th Floor; Jersey City, NJ  07302

Southeast Robert J. Cohrs Assistant Director (404) 888-8550 (404) 888-5634
Gregory Jones Y2K Exam Manager (404) 888-8588
Laurin J. Tidwell IS Manager (404) 888-8486
Jeff Geer Regional Accountant (404) 888-5363
1475 Peachtree Street, NE; Atlanta, GA  30309

Central Daniel T. McKee Regional  Dep. Director (312) 917-5071 (312) 917-5002
Thomas J. Zarecki IS Examination Mgr. (312) 917-5073
Dennis Thomas Regional Accountant (312) 917-5088
200 West Madison Street, Suite 1300; Chicago, IL  60606

Midwest Gary A. Scott Assistant Director (972) 281-2234 (972) 281-2073
Chuck Bianco IS Manager (972) 281-2145

Frank Haugh Regional Accountant (972) 281-2125
122 W. John Carpenter Freeway, Suite 600; Irving, TX  75039

West Nicholas J. Dyer Asst. Regional Director (415) 616-1521 (415) 616-1752
Paley Y. Pang IS Manager (415) 616-1554
Mary Garvin Regional Accountant (415) 616-1611
One Montgomery Street, Suite 600; San Francisco, CA 94104

u u u
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